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Abstract - In recent years, the demand for mobile commerce has increased. Due to this increased demand, mobile devices usage in 
internet auctions has also increased. In this paper, we propose a reverse sealed-bid auction model using collaborative mobile agents 
(MoRSAS) which can be used on mobile-based environment. We also proposed a new auction protocol using ECC (Elliptic Curve 
Cryptosystem) based signcryption scheme which reduces the computational load and communication overhead, providing high 
security with small key size. In our proposal, Trusted Dealer (TD) is the one who generates auction keys and key shares, also works 
like registration manager. Our method reduces the network load and executes the auction process efficiently. The proposed 
protocol satisfies the security requirements of sealed-bid auction protocol, like confidentiality, anonymity, bid privacy etc. 
 
Keywords - Anonymity, Bid privacy, Mobile agent, Mobile commerce, Reverse sealed-bid auction, Signcryption. 

 
  

I. INTRODUCTION 
 
 With the advent of the Internet, auctions are nowadays 
widely used for electronic commerce. Many online auction 
protocols have been proposed for different auctions [1]. More 
and more auction sites are appearing, such as ebay.com, 
onsale.com, uBid.com etc. In general, auction protocols come 
under two categories: open auction and sealed-bid auction [2]. In 
open auction each participant is aware of others’ bid values. 
English auction and Dutch auction are the auction protocols 
under open auction category. In sealed bid auctions each bidder 
is given just one chance to bid, and where he or she does not 
know the value of other bids. Sealed-bid auction can be divided 
into two types: First price auction and Second price auction 
(Vickrey auction). Use of agent technology in online auctions 
has got several advantages [3]. With the development of agent 
technology, several agent based online auction systems have 
been proposed. 
 Normally, auction can be a normal auction (one seller and 
many buyers) or a reverse auction (many sellers and one buyer). 
In normal auction, sellers take the lead in trades, while buyers 
have no authority except for estimating value. However, in the 
reverse auction a buyer puts up the request for their desired 
goods and along with a desired price, and sellers competitively 
decrease their price until a sale is made. Reverse auction gained 
much popularity with the emergence of Internet-based auctions. 
Many reverse auction sites are appearing such as Priceline.com, 
Youbid.com.au etc. Today, reverse auctions are used by large 
corporations to purchase raw materials, supplies and services 
like accounting and customer service. In this paper, 
we set Reverse Sealed-bid auction as the target. MoRSAS caters 
to both first and second price (Vickrey) reverse auctions with 
full price flexibility. 
 Due to rapid growth in the usage of mobile phones, the 
demand for mobile commerce has increased. The consumers 
who are using their mobile devices to research and browse 
products and service have grown steadily. Because of this trend, 
we have proposed a reverse sealedbid auction agent model for 
mobile commerce using collaborative mobile agents. We also 
proposed a new auction protocol using ECC based signcryption 
which incurs much less computational as well as memory 

overhead compared to other conventional signcryption scheme. 
ECC can provide high security with small key size. In our 
protocol, we employed Shamir's threshold secret sharing scheme 
[4] to the achieve bid privacy. Our method makes the online 
auction system efficient and secure. 
 The remainder of this paper is as follow: Section II 
represents the previous approaches and section III presents the 
explanation of the different types of cryptographic schemes 
used. Section IV which focuses on the proposed Reserved 
Sealed-Bid Auction Model. Section V presents the security 
analysis of the proposed method and section VI presents the 
implementation and results. Section VII presents the conclusion. 
 
 

II. RELATED WORK 
 
 In English auction, the bidder who places the highest bid is 
the winner and has to pay his/her bid value. At Dutch auction 
auctioneer sets a reserved price and then lowers the price until 
he gets a bid. In first price sealed-bid auction each bidder 
submits a single bid before a deadline without seeing others’ 
bids. The highest bidder wins the auction and pays his/her bid. 
Similarly, in second price sealed-bid auction (Vickrey) the 
winner pays the price of second highest bid.  
 Many auction sites have solutions that offer a 
convenience to the users. eBay, for instance, uses a reserve-
price auction method which allows the user to enter a reserve 
price. As long as the auction is open and the user’s reserve 
price has not been reached, the agent bids the minimum 
amount necessary to become the highest bidder. However, 
this limits the user’s choice of bidding strategy without bid 
privacy and may involve taking into account the effect of the 
‘winner’s curse’. The winner’s curse is the difference 
between the amount the winner paid and the next lower bid. 
If the bidder bids the perceived valuation of the item and 
wins, the bidder will know that he/she paid too much 
because others valued the item less. This problem can be 
solved using the agent allows the user to coordinate bids 
across multiple auctions automatically and select a bidding 
strategy  [5]. Generally  bid  privacy  is a desired  property in 
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